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“Facility Protection: Implications of the Navy Yard Shooting on Homeland Security”

Remarks as Prepared

The events that took place on September 16th at the Washington Navy Yard – less than 2 miles from where we are right now – were shocking and tragic. Twelve innocent lives were lost that day along with several injured.

While much of the scrutiny of this horrific event will rightly focus on how someone in Aaron Alexis’s mental state was able to pass a government background investigation and to hold a security clearance, today’s hearing will concentrate on the physical preventative security measures that are currently in place at our Federal facilities. How do we control access to these facilities to protect employees and public visitors? What physical security measures, if any, can be taken to prevent future tragedies? 

The Federal Protective Service (FPS) is charged with the protection of Federal facilities and the safeguarding of Federal employees, contractors, and visitors within those facilities. FPS is the primary agency for protecting and securing almost 50% of the General Services Administration’s (GSA) owned or leased properties.  That’s about 9,600 facilities nationwide. As the frontline personnel charged with the daily safety of Federal employees and visitors, it is crucial that this workforce is adequately trained and prepared to respond at a moment’s notice. 

I strongly support the public private partnership model DHS uses with the contract guard force. Having private guards can increase accountability for the taxpayer but DHS cannot be deficient in its management responsibilities and must deploy the right number of guards based on risk.

Unfortunately, according to a Government Accountability Office (GAO) report that was released today, the Federal Protective Service has many weaknesses with the oversight and management of their guard program. For example, FPS continues to lack effective management controls to ensure that all guards have met their certification and training requirements. 

GAO has previously urged FPS to develop a management control system to document and verify training in reports submitted to Congress in 2010 and 2012, but FPS has yet to implement this recommendation. Without such a system, how can FPS know and ensure that its guard force is sufficiently trained? It seems common sense to me that FPS should be able to verify that its guards are trained and certified properly -- especially when others trust and rely on FPS guards for their protection. 

One of the most shocking findings in this most recent GAO report is FPS’s inadequate approach to active shooter scenarios. From the Holocaust Museum shooting in 2009, and the Navy Yard shooting to the most recent Federal courthouse shooting in Wheeling, West Virginia in October, examples exist of the risks FPS and facility guards must confront from active shooter scenarios. 

While FPS does require its guard force to receive training on active shooter situations, it is unclear how this training is conducted and for what length of time. GAO also noted that not all guards received this training, and even for those who have, it is unclear how their contract guards are expected to respond to an active shooter.  

According to DHS, if an active shooter is not in a guard’s line of sight, that guard’s actions are then dictated by his or her post orders. So does that mean that if an active shooter is in the building, killing innocent people, an armed guard is not allowed to assist until Federal or local law enforcement arrive at the scene? If this is the case, then DHS’s bureaucratic process is putting lives at risk. The American people need to know how these guards can protect them in life threatening situations. I am looking forward to DHS providing clarity on this issue today. 

As an additional layer of security, Federal employees are required to carry valid identification credentials for admittance into Federal facilities. As a federal government contractor, Aaron Alexis, had valid identification which gave him access to the Naval Sea Systems Command headquarters which enabled him to pass through security.  

While some buildings only require an ID to be used as a “flash pass” or visually inspected, other facilities require additional verification by use of a credential access control system, or “swiping” of the card.  Although the second scenario may provide higher security against individuals using fraudulent or expired and flagged credentials, it was discouraging to learn from my staff that DHS officials informed them that the Department currently is not aware of the type of access control systems in place across DHS facilities. 

How, after ten years, does the Department not have a handle on what measures are in place to secure their own employees, let alone the general public at federal facilities? I want to know precisely what DHS is doing to obtain this information and when it will have a full grasp of this issue.

Considering the heinous events which took place at the Navy Yard, it is important to ensure that the security framework in place at our Federal facilities is strong and effective. 

The Federal Protective Service and its contract guard force put their lives on the line on a daily basis to protect the American people, and I thank them for their service.  I hope this hearing can serve as an opportunity to assess the state of physical security across Federal facilities and what DHS must do to improve protection of the employees and visitors to these facilities and prevent future tragedies.  
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