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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 3674
OFFERED BY MR. MCcCAUL OF TEXAS
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1 SEC. (Q. CYBERSECURITY DOMESTIC PREPAREDNESS

2 CONSORTIUM AND CYBERSECURITY TRAIN-
3 ING CENTER.

4 (a) CYBERSECURITY DOMESTIC PREPAREDNESS
5 CONSORTIUM.—

6 (1) IN GENERAL.—The Secretary of Homeland
7 Security may establish a consortium to be known as
8 the “Cybersecurity Domestic Preparedness Consor-
9 tium”.
10 (2) FuncTioNs.—The Consortium established
11 under paragraph (1) may—

12 (A) provide training to State and local first
13 responders and officials specifically for pre-
14 paring and responding to cybersecurity attacks;
15 (B) develop and update a curriculum uti-
16 lizing the DHS National Cyber Security Divi-
17 sion sponsored Community Cyber Security Ma-
18 turity Model (CCSMM) for State and local first
19 responders and officials;
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(C) provide technical assistance services to
build and sustain ecapabilities in support of
cybersecurity preparedness and response; and

(D) conduct cybersecurity training and
simulation exercises to defend from and respond
to cyber attacks.

(3) MEMBERS.—The Consortium shall consist
of academic, nonprofit, and government partners
that devélop, update, and deliver cybersecurity train-
ing in support of homeland security.

(b) CYBERSECURITY TRAINING CENTER.—As a part
of the Cybersecurity Domestic Preparedness Consortium,
the Secretary may establish where appropriate one or
more cybersecurity training centers to provide training
courses and other resources for State and local first re-
sponders and officials to improve preparedness and re-
sponse capabilities.

(e) PranN FOR FusioNn CENTERS.—The
Cybersecurity Domestic Preparedness Consortium shall
develop a plan to implement as one of the Cybersecurity
Training Centers a one-year voluntary pilot program to
test and assess the feasibility, costs, and benefits of pro-
viding cybersecurity training to State and local law en-
forcement personnel through the national network of fu-

sion centers.
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1 (d) P1ILOT PROGRAM.—

2 (1) IN GENERAL.—Not later than one year

3 after the date of the enactment of the Act, the Sec-
4 retary shall implement a one-year voluntary pilot

5 program to train State and local law enforcement

6 personnel in the national network of fusion centers

7 in cyber security standards, procedures, and best

8 practices.

9 (2) CURRICULUM AND PERSONNEL.—In cre-
10 ating the curriculum for the training program and
11 conducting the program, the Secretary may assign
12 personnel from the Department of Homeland Secu-
13 rity, including personnel from the Office of
14 Cybersecurity and Communications.

15 (3) COORDINATION.—The curriculum for the
16 training and for conducting the program will be co-
17 ordinated with that of the Cyber Security Domestic
18 Preparedness Consortium.
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